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The Changing Landscape Of 
Digital Identity

As the line between physical and digital experiences disappears, 

old models of trusted identity haven’t kept up. As a result, a new 

model of digital identity has emerged — decentralized digital 

identity. Decentralized digital identity is a trusted digital identity that 

can be shared securely, without relying on a central data repository 

or bits of paper.1 Digital businesses — nearly all companies today 

— don’t have time to test the waters of digital identity but must 

prepare to dive in to protect their customers while driving key 

business results.

As is expected with any new technology, there is some confusion 

about the mechanics. While this isn’t the first attempt at a digital 

identity approach, today’s emerging ecosystem aims to solve the 

lack of trust and interoperability in those models. Still, most firms 

agree the landscape is changing, and they must adapt to gain key 

business advantages.

Key Findings

Some companies misunderstand decentralized 

identity. Many companies report having 

implemented “digital identity,” but evidence 

reveals some have a limited view. 

Security, privacy, and manageability are 

the top concerns, but companies find 

that decentralized digital identity reduces 

fraud and risk while improving customer 

experience and trust.

Most companies (74%) believe that firms are 

very or extremely likely to outsource identity 

verification to financial firms.
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“Which of the following do you believe are 
included in digital identity?”

Identity authentication 80%

Identity verification 79%

Identity management 72%

Identity resolution 66%

Identity provisioning 63%

New user/account 
onboarding and/or 
origination

62%

Antifraud 58%

Regulatory compliance 54%

Companies Have A Limited Purview Of 
Decentralized Digital Identity  

As the digital identity landscape has shifted, not all companies 

have a clear understanding of the elements of decentralized digital 

identity. Seventy percent of respondents indicated that they have 

already implemented decentralized digital identity within their 

organizations, with 75% of those adopters saying that it’s used 

significantly or entirely across their organizations. 

As this technology is new, Forrester needed to investigate 

this reportedly high adoption rate further. When asked which 

components they included in digital identity, respondents ranked 

identity authentication, verification, and management at the top. 

However, there are critical elements of decentralized digital identity 

that companies do not realize are included (such as antifraud, 

provisioning, and resolution), indicating that companies have not 

fully completed adoption.

Base: 256 US identity management, verification, and/or authentication decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of Capital One, June 2019
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Security, Privacy, And Integration Are 
Top Concerns 

Digital identity verification is both costly and challenging: Firms 

we surveyed cited data breach risk and regulatory compliance 

as primary concerns, which is understandable given the volume 

of personal information required to be shared, processed, and 

disposed in the verification process. But not all their challenges 

are about defending the data. Firms also cited connecting digital 

and offline identities and customer privacy as major challenges; 

tackling these will let companies create trustworthy and consistent 

experiences for customers across channels. In other words, well-

managed digital identity is both a risk mitigator and an opportunity 

creator. 

Unfortunately, though, even when companies are ready to take the 

next step in adopting decentralized digital identities, 38% don’t 

have the right tools or resources to do so. 

“Rate the following challenges/limitations 
as they relate to managing digital identity at 
your organization.”

Base: 256 US identity management, verification, and/or authentication decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of Capital One, June 2019

(Top five “Moderately” to “Extremely challenging” shown)

Connecting digital and offline 
identities (80%)

Compliance with privacy regulations 
like GDPR and CCPA (80%)

Customer privacy concerns (80%)

Compliance with industry regulations 
like HIPAA and KYC (79%)

Risk of data breaches (82%)1
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Challenges Delay 
Decentralized Digital 
Identity Adoption; 
Companies Turning 
To Trusted Third 
Parties

“What challenges 
has your organization 
faced in considering 
or adopting 
decentralized 
identity?”

The study found that decentralized digital identity exploration most often falls under the 

purview of the CIO or a digital transformation leader; this makes sense, given the wide-reaching 

effect of identity projects. However, it also means that other digital transformation projects 

often take precedent, and identity is a later-phase undertaking. Survey respondents reported 

cultural challenges to decentralized digital identity adoption as well: The nascency and lack of 

clear understanding around decentralized digital identity means it’s difficult to get employees 

onboard. These barriers lead companies to seek trusted third parties to handle these tasks.

Source: A commissioned study conducted by Forrester Consulting on behalf of Capital One, June 2019

“Adopting a 
decentralized identity 
is not beginner 
friendly and can be 
overwhelming.”

“Getting employees and 
customers onboard 
to understand this 
type of technology. 
Also privacy and 
regulations involved.”
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Decentralized Digital Identity Reduces 
Fraud And Risk, Improves Customer 
Experience And Trust

Despite the challenges of adoption, decentralized digital identity 

is an ideal solution to some of the survey respondents’ biggest 

concerns. Nearly half of respondents (49%) expect or have seen 

that decentralized digital identity mitigates fraud risk and provides 

a better customer experience while reducing privacy risks (48%) 

and increasing customer trust (47%). These are deeply entwined 

benefits: When companies can securely verify identities, they 

can improve customer experience, which ultimately leads to 

increased trust.

“Which of the following benefits would you 
expect/have you seen through the use of 
decentralized identity at your organization?”

Base: 256 US identity management, verification, and/or authentication decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of Capital One, June 2019

49% Reduced fraud risk

49% Better customer experience

48% Reduced privacy risk

47% Increased customer trust

46% Reduced risk of data breaches

45% Better integration of digital and offline channels

(Top six shown)
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Companies Predict The Future Of Digital 
Identity Is Changing

Companies agree that digital identity is on a trajectory of big 

changes: 83% predict that customers will bring their own identity 

to digital experiences in the future. This means a third party will 

manage a customer’s username and password rather than the 

customer creating a new identity and password on each site. 

Companies need to prepare for this type of technology to meet 

customer expectations and demands.  

The treatment of identity is changing within organizations as well. 

Once considered solely a security and compliance function, 80% 

of respondents said that identity will be orchestrated as a strategic 

function. 

Finally, nearly 74% of respondents believe it is very or extremely 

likely that firms will outsource identity verification to financial firms 

in the future.

“In your opinion, how do you envision digital 
identity will change in the future?”

Base: 256 US identity management, verification, and/or authentication decision makers
Source: A commissioned study conducted by Forrester Consulting on behalf of Capital One, June 2019

(Showing percentage choosing “Very” or “Extremely likely”)

Customers will bring their 
own ID to digital channels/
experiences. (83%)

Identity will be managed as 
a strategic function across 
the organization. (80%)

Firms will outsource 
identity verification to third 
parties such as financial 
firms in the future. (74%)
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Conclusion

Companies must maintain the secure treatment of identity 

information while also adapting to the changing expectations from 

customers. Decentralized digital identity is an important step in 

this process.

• Companies should understand the components of 

decentralized digital identity and how they should be 

orchestrated within their organizations.

• Although businesses are concerned about security, privacy, 

and manageability, implementing decentralized digital identity 

can help to alleviate them.

• Decentralized digital identity is changing, so companies need 

to be prepared to adapt to the growing demands from their 

customers.

Project Director:
Emily Drinkwater, 
Market Impact Consultant

Contributing Research:
Forrester’s B2C Marketing  
Research Group
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Methodology

This Opportunity Snapshot was commissioned by Capital One. To 
create this profile, Forrester Consulting supplemented this research with 
custom survey questions asked of 256 US technology and business 
leaders responsible for strategy and implementation of digital identity 
management, verification, and/or authentication for customer digital 
accounts. The custom survey was completed in June 2019.

ABOUT FORRESTER CONSULTING
Forrester Consulting provides independent and objective research-based consulting to help leaders succeed in 
their organizations. Ranging in scope from a short strategy session to custom projects, Forrester’s Consulting 
services connect you directly with research analysts who apply expert insight to your specific business challenges. 
For more information, visit forrester.com/consulting.

© 2019, Forrester Research, Inc. All rights reserved. Unauthorized reproduction is strictly prohibited. Information 
is based on best available resources. Opinions reflect judgment at the time and are subject to change. Forrester®, 
Technographics®, Forrester Wave, RoleView, TechRadar, and Total Economic Impact are trademarks of Forrester 
Research, Inc. All other trademarks are the property of their respective companies. For additional information, go to 
forrester.com. [A-178499]

Demographics (100% US)

500 to 999: 20%

1,000 to 4,999: 48%

5,000 to 19,999: 25%

20,000 or more: 7%

 IT: 50%

Data strategy/mgmt: 18%

Digital transformation: 12%

Security/risk: 12%

C-level executive: 56%

Vice president: 28%

Director: 16%

Retail: 20%

Healthcare: 19%

Financial services: 15%

Energy/utilities: 11%

RESPONDENT LEVEL

TOP 4 INDUSTRIES

COMPANY SIZE (EMPLOYEES)

TOP 4 DEPARTMENTS

ENDNOTES

1 “Decentralized Digital Identity: A Primer,” Forrester Research, Inc., May 14, 2019.
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